CVE REPORT
Point-in-time snapshot

@ EVULNABLE

CVE-2026-98415

Microsoft soc: samsung: exynos-pmu: fix use-after-free of interrupt generator node

In the Linux kernel, the following vulnerability has been resolved: soc: samsung: exynos-pmu: fix use-after-free of interrupt
generator node The setup_cpuhp_and_cpuidle() parses the device tree node for the interrupt generation block via
of_parse_phandle() and decrements its reference count using of_node_put() immediately after fetching the resource address.
However, later the intr_gen_node pointer is passed into of_syscon_register_regmap(). Fix this by declaring intr_gen_node with
__free() and removing of_node_put().

EVRS CVSS EPSS CISA DEADLINE
0 /200 - 0.002 -
Informational priority Not scored 10.1st percentile* FIRST No CISA deadline

Signals behind the score

counted inthe score (=) notcounted evidence for 2 of 8 signals
E] CISAKEV Not currently CISA KEV-listed E] Vendor exploitation Active-exploitation status not yet checked -
scored at the population base rate (none)
(-) Ransomware Ransomware association until known
unavailable
E] KEV recency CISA KEV listing date unavailable
E] EPSS 0.002 probability
[3 Pre-patch disclosure Disclosure status unavailable
E] CVSS CVSS base score unavailable

(=) Microsoft Exploitability Index Not a Microsoft CVE

Remediation

Monitor Untagged reference available; patch status is not confirmed
NVD lists one or more references for this CVE that aren't tagged as a patch or vendor advisory. Review them directly to confirm patch
availability and applicability before making a remediation decision.
Basis: NVD reference (untagged)

Affected and fixed versions

PACKAGE AFFECTED FIXED IN SOURCE
Not identified by the - no fixed version listed NVD
connected sources
Sources
Reference git.kernel.org/stable/c/ Additional reference 9it.kernel.org/stable/c/
164313e24ch0f51528bc2099c5564174ead11d8a 4450102d6aa2a85h1d2d8610920fche45ebBef69
Additional reference git.kernel.org/stable/c/ NVD nvd.nist.gov/vuln/detail/CVE-2026-98415
4dd1999783d7d12434006289338373e49492dc96
ENISA EUVD euvd.enisa.europa.eu/vulnerability/ Current data evulnable.com/vulnerability-management/cve/
EUVD-2026-101064 CVE-2026-98415

Snapshot at generation time. EPSS can move quickly. A public exploit module is not evidence of active exploitation.
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