
CVE REPORT
Point-in-time snapshot

CVE-2026-98604
Microsoft ovpn: replace bind when learning local endpoint
In the Linux kernel, the following vulnerability has been resolved: ovpn: replace bind when learning local endpoint struct
ovpn_bind is published through peer->bind with RCU, but local endpoint learning updates bind->local in place under peer-
>lock. UDP TX reads the field without that lock. In particular, a concurrent IPv6 update can therefore result in a torn address
read. Use ovpn_peer_reset_sockaddr to publish a replacement bind when learning a new local endpoint, just as a remote
endpoint change does.

EVRS

0/100

Informational  priority

CVSS

—
Not scored

EPSS

0.002
9th percentile · FIRST

CISA DEADLINE

—
No CISA deadline

Signals behind the score
counted in the score – not counted evidence for 2 of 8 signals

– CISA KEV Not currently CISA KEV-listed

– Ransomware Ransomware association
unavailable

– EPSS 0.002 probability

– CVSS CVSS base score unavailable

– Vendor exploitation Active-exploitation status not yet checked -
scored at the population base rate (none)
until known

– KEV recency CISA KEV listing date unavailable

– Pre-patch disclosure Disclosure status unavailable

– Microsoft Exploitability Index Not a Microsoft CVE

Remediation

Monitor Untagged reference available; patch status is not confirmed
NVD lists one or more references for this CVE that aren't tagged as a patch or vendor advisory. Review them directly to confirm patch
availability and applicability before making a remediation decision.
Basis: NVD reference (untagged)

Preserve the current remote address and reset the dst cache only after the new bind has been published successfully. Track
remote endpoint changes separately so that float notification and transport-address rehashing remain limited to actual peer
floats.

Affected and fixed versions 
PACKAGE AFFECTED FIXED IN SOURCE

Not identified by the
connected sources

— no fixed version listed NVD

Sources
Reference git.kernel.org/stable/c/

21dbc9f4d0bdd3b22f91beabc7840064bf11594f
Additional reference git.kernel.org/stable/c/

aea934a221ec6a867221e5b765f65f1857befd53
Additional reference git.kernel.org/stable/c/

e283009151d3d131447c2edda500199c5fda5f72
NVD nvd.nist.gov/vuln/detail/CVE-2026-98604

ENISA EUVD euvd.enisa.europa.eu/vulnerability/
EUVD-2026-103649

Current data evulnable.com/vulnerability-management/cve/
CVE-2026-98604

Snapshot at generation time. EPSS can move quickly. A public exploit module is not evidence of active exploitation.
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